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Effective Date: September 20, 2013

JOINT NOTICE OF PRIVACY PRACTICES

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE
USED AND DISCLOSED AND HOW YOU GET ACCESS TO THIS INFORMATION.

DRH Health (DRH), DRH entities,
DRH medical staff members, and
other health care providers who
render care at DRH constitute an
organized health care arrange-
ment. The members of this ar-
rangement are committed to
protecting your medical infor-
mation. We are required by law
to:

= Maintain the privacy of your
medical information;

= Give you a notice of our le-
gal duties and privacy prac-
tices with respect to your
medical information; and

= Follow the terms of the no-
tice currently in effect.

What is this document?

This Joint Notice of Privacy Prac-
tices describes how we may use
and disclose your medical infor-
mation. [t also describes your
rights to access and control your
medical information.

What does this Notice cover?

This Joint Notice of Privacy Prac-
tices applies to all of your medi-

PLEASE REVIEW IT CAREFULLY.

calinformation used to make de-
cisions about your care that we
generate or maintain, including
sensitive information such as
mental health, communicable
disease and drug and alcohol
abuse information. It applies to
our medical information in writ-
ten and electronic form. Differ-
ent privacy practices may apply
to your medical information that
is created or kept by other peo-
ple or entities.

Who does this Notice cover?

This Notice of Privacy Practices
will be followed by all DRH
Health team members: any
health care professional who
provides treatment to you at
DRH Health; and any member of
a volunteer group that provides
services at DRH Health.

What will you do with my medi-
cal information?

The following categories de-
scribe the ways that we may use
and disclose your medical infor-
mation without obtaining your
prior written authorization. Not

every use or disclosure in a cate-
gory will be listed.

If you are concerned about a
possible use or disclosure of any
part of your medical infor-
mation, you may request a re-
striction. Your right to request a
restriction is described in the
section below regarding patient
rights.

Treatment. We will use your
medical information to provide
you with medical treatment and
services.

We maintain medical infor-
mation about our patients in an
electronic medical record that
allows us to share medical infor-
mation for treatment purposes.
This facilitates access to medical
information by other health
care providers who provide care
to you.

Example: Your medical infor-
mation may be disclosed to doc-
tors, nurses, technicians, stu-
dents or other personnel who
are involved in taking care of
you.
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We may disclose your medical
information for the treatment
activities of any other health
care providers.

Example: We may send a copy
of your medical record to a phy-
sician who needs to provide fol-
low-up care.

Payment. We may use medical
information about you for our
payment activities. Common
payment activities include, but
are not limited to:

= Determining eligibility or
coverage under a plan; and

= Billing and collection activi-
ties.

Example: Your medical infor-
mation may be released to an in-
surance company to obtain pay-
ment for services.

We may disclose medical infor-
mation about you to another
health care provider or covered
entity for its payment activities.

Example: We may send your
health plan coverage infor-
mation to an outside laboratory
that needs the information to
bill for tests that it provided to
you.

Operations. We may use your
medical information for opera-
tional or administrative pur-
poses. These uses are necessary
to run our business and to make
sure patients receive quality
care. Common operation activi-
ties include, but are not limited
to:

= Conducting quality assess-
ment and improvement ac-
tivities;

= Reviewing the competence
of health care professionals;

= Arranging for legal or audit-
ing services;

= Business management and
administrative activities;
and

= Communicating with pa-
tients about our services.

Examples: (1) We may use your
medical information to conduct
internal audits to verify that bill-
ing is being conducted properly.
(2) We may use your medical in-
formation to contact you for the
purposes of conducting patient
satisfaction surveys or to follow-
up on the services we provided.

We may disclose medical infor-
mation about you to another
health care provider or covered
entity for its operation activities
under certain circumstances.

Health Information Exchange.
We participate in the health in-
formation exchange (HIE). Gen-
erally, an HIE is an organization
in which providers exchange pa-
tient information in order to fa-
cilitate health care, avoid dupli-
cation of services (such as tests)
and to reduce the likelihood that
medical errors will occur. By
participating in a HIE, we may
share your health information
with other providers that partic-
ipate in the HIE or participants of
other health information ex-
changes. If you do NOT want
your medical information to be
available through the HIE, you
must complete the opt out form
that’s provided at the back of
this notice and mail or fax the
form to the HIE.

Business Associates. We may
disclose your medical infor-
mation to other entities that

provide a service to us or on our
behalf that requires the release
of patient medical information.
However, we only will make
these disclosures if we have re-
ceived satisfactory assurance
that the other entity will
properly safeguard your medical
information.

Example: We may contract with
another entity to provide tran-
scription or billing services.

Treatment Alternatives. We
may use and disclose your medi-
cal information to tell you about
or recommend possible treat-
ment options or alternatives
that may be of interest to you.

Individuals Involved in Your
Care or Payment for Your Care.
We may release medical infor-
mation about you to a friend,
family member or legal guardian
who is involved in your medical
care. We may tell your family or
friends your condition and that
you are in the hospital. In addi-
tion, we may disclose medical in-
formation about you to an entity
assisting in a disaster relief effort
so that your family can be noti-
fied about your condition, status
and location.

Health-Related Benefits and
Services. We may use and dis-
close medical information to tell
you about health related bene-
fits or services that may be of in-
terest to you.

Directory. We may include cer-
tain information about you in
our directory while you are a pa-
tient at DRH. This information
may include your name, location
in DRH, your general condition
and vyour religious affiliation.
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The directory information, ex-
cept for your religious affiliation,
may be released to people who
ask for you by name. Your reli-
gious affiliation may be given to
a member of the clergy, such as
a minister, priest or rabbi, even
if they do not ask for you by
name. This is so your family,
friends and clergy can visit you in
the hospital and generally know
how you are doing. If you do not
want to be in our directory, you
will need to notify DRH person-
nel at registration. You will be
asked to complete an “opt out”
form.

Research. We may use and dis-
close medical information about
you to researchers. In most cir-
cumstances, you must sign a
separate form specifically au-
thorizing us to use and/or dis-
close your medical information
for research. However, there
are certain exceptions. Your
medical information may be dis-
closed without your authoriza-
tion for research if the authoriza-
tion requirement has been
waived or altered by a special
committee that is charged with
ensuring that the disclosure will
not pose a great risk to your pri-
vacy or that measures are being
taken to protect your medical in-
formation. Your medical infor-
mation also may be disclosed to
researchers to prepare for re-
search as long as certain condi-
tions are met. Medical infor-
mation regarding people who
have died can be released with-
out authorization in certain cir-
cumstances. Limited medical in-
formation may be released to a
researcher who has signed an

agreement promising to protect
the information released.

Organ and Tissue Donation. If
you are an organ donor, we may
release medical information to
organizations that handle organ
procurement or organ, eye or
tissue transplantation or to an
organ donation bank, as neces-
sary to facilitate organ or tissue
donation and transplantation.

Fundraising. We may use medi-
cal information about you to
contact you in the future to raise
money for DRH. We may dis-
close medical information to a
foundation related to DRH so the
foundation may contact you to
raise money on our behalf. We
only will release limited infor-
mation, such as your name, ad-
dress and phone number, the
dates you received treatment or
services at DRH, the department
in which you received services,
your treating physician and your
health insurance status for fund-
raising purposes. Each solicita-
tion will include information on
how to opt-out of receiving fur-
ther fundraising communica-
tions from DRH. You also may
notify DRH at any time at DRH
Health Foundation, P.O. Box
2000, Duncan, OK 73534 to opt-
out of receiving further fundrais-
ing communications.

Can you ever use and disclose
my medical information with-
out my authorization?

Yes. The following categories
describe the ways that we may
be required to use and disclose
your medical information with-
out your authorization. Not

every use or disclosure in a cate-
gory will be listed.

Required by Law. We may dis-
close your medical information
when required to do so by fed-
eral, state or local law.

Examples: (1) We may release
your medical information for
workers’ compensation or simi-
lar programs. (2) We are re-
quired by law to report cases of
suspected abuse and neglect.
These reports may include your
medical information.

Public Safety. We may use and
disclose medical information
about you when necessary to
prevent a serious threat to your
health and safety or the health
and safety of the public or an-
other person. Any disclosure
would only be to someone able
to help prevent the threat.

Public Health. We may disclose
medical information about your
public health activities intended
to:

= Prevent or control disease,
injury or disability;

= Report births and deaths;

= Report abuse, neglect or vi-
olence as required by law;

= Report reactions to medica-
tions or problems with
products;

= Notify people of recalls of
products they may be using;
or

= Notify a person who may
have been exposed to a dis-
ease or may be at risk for
contracting or spreading a
disease or condition.
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Food and Drug Administration
(FDA). We may disclose to the
FDA and to manufacturers
health information relative to
adverse events with respect to
food, supplements, product and
product defects, or post market-
ing surveillance information to
enable product recalls, repairs or
replacements.

Health Oversight Activities. We
may disclose medical infor-
mation to a health oversight
agency for activities authorized
by law. These oversight activi-
ties include, for example, audits,
investigations, inspections, and
licensure.

Lawsuits and Disputes. If you
are involved in a lawsuit or a dis-
pute, we may disclose medical
information about you in re-
sponse to a court or administra-
tive order. In limited circum-
stances, we may disclose medi-
cal information about you in re-
sponse to a subpoena or discov-
ery request.

Law Enforcement. We may re-
lease medical information if
asked to do so by law enforce-
ment official:

= In response to a court order,
warrant, summons or other
similar process;

= To identify or locate a sus-
pect, fugitive, material wit-
ness, or missing person;

= About the victim of a crime
if, under certain limited cir-
cumstances, we are unable
to obtain the person’s
agreement;

= About a death we believe
may be the result of criminal
conduct;

= About a criminal conduct at
the hospital; and

" |n emergency  circum-
stances to report a crime;
the location of the crime or
victims; or the identity, de-
scription or location of the
person who committed the
crime.

Coroners, Medical Examiners
and Funeral Directors. We may
release medical information to a
coroner, a medical examiner or a
funeral director.

National Security and Intelli-
gence Activities. We may re-
lease medical information about
you to authorized federal offi-
cials for intelligence, counterin-
telligence, and other national se-
curity activities authorized by
law.

Protective Services for the Pres-
ident and Others. We may dis-
close medical information about
you to authorized federal offi-
cials so they may provide protec-
tion to the President, other au-
thorized persons or foreign
heads of state or conduct special
investigations.

Military/Veterans. If you are a
member of the armed forces we
may disclose your medical infor-
mation as required by military
command authorities.

Inmates. If you are an inmate of
a correctional facility or under
the custody of a law enforce-
ment official or agency, we may
release your medical infor-
mation to the correctional facil-
ity or law enforcement official or
agency.

What if you want to use and/or
disclose my medical infor-
mation for a purpose not de-
scribed in this Notice?

We must obtain a separate, spe-
cific authorization from you to
use and/or disclose your medical
information for any purpose not
covered by this notice or the
laws that apply to us.

If you provide us with authoriza-
tion to use or disclose our medi-
cal information, you may revoke
the authorization, in writing, at
any time. If you revoke your au-
thorization, we will not use or
disclose your medical infor-
mation for the reasons covered
by your authorization.  How-
ever, your revocation will not ap-
ply to disclosures already made
by us in reliance on your author-
ization.

Your authorization is required
for the following purposes:

= Psychotherapy notes. We
must obtain your authoriza-
tion to use or disclose notes
maintained by a mental
health professional about a
counseling session.

= Sale of Medical Infor-
mation. We must obtain
your authorization virtually
any time we intend to sell
your medical information,
with minor exceptions.

= Marketing. We must obtain
your authorization to com-
municate with you about a
particular product or service
virtually any time we are
paid to make the communi-
cation, with minor excep-
tions.
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What are my rights regarding
my medical information?

You have the rights described
below in regard to the medical
information that we maintain
about you. You are required to
submit a written request to exer-
cise any of these rights. You may
contact our medical record de-
partment or Privacy Officer to
obtain a form that you can use to
exercise any of the rights listed
below.

Right to Inspect and Copy. You
have the right to inspect and ob-
tain a copy of medical infor-
mation used to make decisions
about your care. We will provide
you with access to your medical
information in the form or for-
mat requested if it is available in
such format. We may charge a
fee for the costs of copying,
mailing, or other supplies associ-
ated with your request. Fees will
be in accordance with Oklahoma
statutes. We may deny your re-
quest to inspect and/or copy
your medical information in cer-
tain circumstances. If you are
denied access, you may request
that the denial be reviewed. A li-
censed health care professional
chosen by us will review your re-
quest and the denial. The per-
son conducting the review will
not be the person who denied
your original request. We will
comply with the outcome of the
review.

Right to Amend. If you feel that
medical information that we cre-
ated is incorrect or incomplete;
you may submit a request for an
amendment for as long as we
maintain the information. You

must provide a reason that sup-
ports your amendment request.

We may deny your request for
an amendment if it is not in writ-
ing or does not include a reason
to support the request. In addi-
tion, we may deny your request
if you ask to amend information
that:

= We did not create, unless
the person or entity that
created the information is
not available to make the
amendment.

= |s not part of the medical in-
formation that we maintain;

= |s not part of the infor-
mation that you would be
permitted to inspect and
copy; or

= |s accurate and complete.

Right to an Accounting of Dis-
closures. You have the right
to request one free “account-
ing of disclosures” every 12
months. This s a list of certain
disclosures we made of your
medical information. There
are several categories of dis-
closures that we are not re-
quired to list in the account-
ing. For example, we do not
have to keep track of disclo-
sures that are authorized.
Your request must state a time
period, which may not be
longer than 6 years and may
not include dates before April
14, 2003.

If you request more than one
accountingina 12 — month pe-
riod, we may charge you for
the costs of providing the list.
We will notify you of the cost
involved and you may choose
to withdraw or modify your

request at that time before
any costs are incurred.

Right to request Restrictions.
You have the right to request
a restriction or limitation on
the medical information we
use or disclose about you un-
less our use and/or disclosure
is required by law. You also
have the right to request a
limit on the medical infor-
mation we disclose about you
to someone who is involved in
your care, like a family mem-
ber or friend.

We are not required to agree
to your request unless you are
requesting a restriction on the
disclosure of information to
your health plan and you pay
out of pocket for the medical
treatment provided. If we
agree to a restriction, we will
comply with your request un-
less the information is needed
to provide emergency treat-
ment to you.

In your request, you must indi-
cate:

= The type of restriction
you want and the infor-
mation you want re-
stricted; and

= To whom you want the
limits to apply, for exam-
ple, your spouse.

Right to Request Confidential
Communications. You have the
right to request that we com-
municate with you about medi-
cal matters in a certain way or at
a certain location. For example,
you can ask that we only contact
you at work or by mail.

We will accommodate all rea-
sonable requests. Your request
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must specify how or where you
wish to be contacted.

Right to a Paper Copy of This
Notice. You have the right to a
paper copy of this notice. Copies
of this notice always will be
available in our medical record
department and all registration
areas.

Can you change this notice?

We reserve the right to change
this notice. We reserve the right
to make the revised or changed
notice effective for medical in-
formation we already have
about you as well as any infor-
mation we receive in the future.
Copies of the current notice will
be posted at DRH and will be
available for you to pick up on
each visit to DRH.

What happens if my medical in-
formation is used by or dis-
closed to a person or entity that
should not have access to it?

We are required to notify you of
any acquisition, access, use, or
disclosure of your medical infor-
mation that is inconsistent with
the federal law governing the
protection of medical infor-
mation (known as HIPAA).

What if | have questions or need
to report a problem?

If you believe your privacy rights
have been violated, you may file
a complaint with us or with the
Office of Civil Rights of the De-
partment of Health and Human
Services. To file a complaint with
us, or if you would like more in-
formation about our privacy
practices, contact our Privacy
Officer at 580-251-8665 or by

email at nancy.lott@drh-
health.org. Privacy Officer’s

mailing address is P.O. Box 2000,
Duncan, Oklahoma 73534. To
file a complaint with the Office
of Civil Rights of the Department
of Health and Human Services,
you must submit the complaint
within 180 days of when you
knew or should have known of
the circumstance that led to the
complaint. The complaint must
be submitted in writing. Infor-
mation on how to file a com-
plaint can be located on the Of-
fice of Civil Rights website:
http://www.hhs.gov/ocr/pri-
vacy/indes.html or our Privacy
Officer can provide you with cur-
rent contact information. You
will not be penalized for filing a
complaint.
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