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Emergency Preparedness for Health Care with NIMS

Introduction

Introduction

+EM 108: Emergency Preparedness for Health Care with NIMS Is an
awareness-level course that helps healthcare workers understand thelr role
In providing continuous care for existing patlents and additional patlents In
the event of an emergency.

*This course Includes the National Incident Management System (NIMS)
requirements for 1S-700.

*The program Is || jed to be leted Ily by health fadlity
personnel and Is aligned with The Joint Commission and the Center for
Medicare and Medicaid Services (CMS).
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Emergency Preparedness for Health Care with NIMS
How to user the course:

Maving through the course
Navigate through this course using the previous or next arrows in navigation bar on the bottom of the screen.

To exit
This coursa Is dasigned to be completed In a single sitting. You may usa the "EXIT" button, located in the header bar at the upper right
carner of the screen, to leave the program. When you return, you are taken to whera you left off.

Glossary
A complete Glossary for the course can be reached from each page, excuding the quiz, by selecting the "Glossary® button at the upper
right of the page.

Glossary highlighting
Glossary terms are highlighted on course pages in Blue. To view the definition of a glossary term, havar your mouse pointer over the
highlighted text. A small windaw will appear with a definition of the term.

Table of Contants (TOC)

The Table of Contents aliows you to mave between the pages you've previously visited. It will not allow you to move forward inthe
course.

You can view the Table of Contants by dicking the button In the navigation bar. Clicking tha TOC button a second lime will hide the
Table of Contents window.

Introduction

Emergency Preparedness for Health Care with NIMS

Course Objectives

«This course Is designed to help healthcare workers (HCW) understand their role
in providing continuous care for patients in the event of an emergency and to
meet the federal requirements for ICS 700.

At the completion of the course, learners wili:

R ize the types of gencies and disasters that can Impact healthcare

facilities

+Recognize the benefits of the National Incident Management System (NIMS}
+Understand the components of the Incident Command System(ICS)
*Understand HCW roles and responsibilities

*Review steps for personal preparedness planning

NS Enplementation fat
Hesitheare

Buie
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Emergency Preparedness for Health Care with NIMS
Emergencles and Disasters

Qverview

This section provides:

+An overview of what defines an emergency versus a disaster

+A review of The JoInt Commission (TJC) Hospltal Accreditation Standards
{HAS) for emergency management (EM)

+An overview of the types of emergency and/or disaster events

Pegz 5 0r B3
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Emergencles and Disasters

Definition of Emergency

«An emergency Is a sudden, unexpected event requiring Immediate -

actlon due to a potentlal threat to an Individual's health and safety, ) A yeractivily for Wi

the environment or property, or hy ““__5‘ in any 1e 1ty

to be
pu'u'l

e { of view.
*In addition, The Joint Commission 2016 HAS-EM also states “An .
gency... disrupts the org 's abllity to provide care, or the SV |
environment of care, or that results a sudden, significantly chonged
or Increased demand for the organization’s services. Emergencles
can either be human-made or natural, or @ combination of beth, and

they exist on a conlinuum of severity.”

argen
. (‘ﬂk‘
rct\\"‘"."“"'
Leight 07 PC

The Joint Commission: A Closer Look H ‘
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Emergencies and Disasters

Definition of Disaster

*The Joint Commissicn 2016 HAS-EM states “ A disaster is a type of
emergency that, due to its complexity, scope, or duration, threatens
the organization’s capabilities and requires outside assistance to
sustaln patient care, safety, or security functions.”

*It Is also a point in time when the hospital Incldent management
team decides to divert from normal operations and activate its
emergency operations plan (EOP), incident management system (IMS)
and hospital command center (HCC).

+Although many disaster events occur at any local level, they can
easlly expand to a statewide, regional, national or even international
level,

—

Page 7 of 88
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Emergency Preparedness for Health Care with NIMS

Emergencles and Disasters

Types of Events

*Many types of disaster events impact communities and healthcare
organizations and Include those generated by:

= Environmental factors such as tornadoes, floods and winter
storms

= Intentionol acts such as hostage situations, bomb threats,
terrorism, or active-shooter situations

+ Biological or hazardous materials incidents like chemical
spllls, high Impact pathogens and radiologlcal disasters

« Infrastructure failures due to water, electrical, gas and fuel
loss

« Technological disruptions such as those thatimpact
communication and Infermation technology or cyber
terrorism
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Emergency Preparedness for Health Care with NIMS
NIMS

Overview

This section examines:
»Benefits of NIMS for healthcare

*NIMS components

Page 9 of 68

Heven/EM10ER_101218/EM 106 tm

Emergency Preparedness for Health Care with NIMS
NIMS

What is NIMS?

“The Incident Command System Is now part of a larger federal program of emergency
preparedness and response, the National Incident Management System (NIMS).

“NIMSisa prehensive, national app h to emergency management that applies to all

levels of government and across response organizations (healthcare, public health, EMS, etc).

“This system covers emergency
f recovery and mitigati

through the individual phases of preparedness,

NIMS Components

*Preparedness

«CH ications and

*Resource Management

«Command and Management

*Ongoing Management and Malntenance

The National Response
Framework, of NRF (formerly the
National Response Plan) is built
upon NIMS. This frmework details
how federal resaurces will
integrate with and suppert local
resources In the event of a large

disaster.

Page 100188
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Emergency Preparedness for Health Care with NIMS
NIMS
NIMS Requirements
*Homeland Security Presidential Directive {HSPD)-5, “Management of 5 \%

Domestic Incidents”, requires that all Federal Departments and agencies make
adoption of NIMS by State, tribal, and local organizations a condition to receive
federal preparedness assistance.

+To that end, the U. 5. Department of Health and Human Services (HHS)
requires that healthcare org Tmpl t NIMS In order to be eligible
to apply for preparedness funding through the Assistant Secretary for
Preparedness and Response {ASPR) Hospltal Preparedness Program (HPP)
grant program. Phota credit DHS; COC and TIC

Page 110/ €8
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Emergency Preparedness for Health Care with NIMS
NImS

NIMS Implementation Objectives for Healthcare

*Adapt NIMS throughout the healthcare izatlon to Include appropri lepartments and R m

business units.

“Revise and update emergency operatlons plans (EOPs), standard operating procedures (SOPs), NIMS Implementation for
and dard operating guldelines (SOGs) to i P NIMS and Naticnal Response Healthcare Organizations

Guidance
ey 2018

Framework (NRF) components, principles and policies, to include planning, tralning, response,
exerclses, equipment, evaluation, and corrective actions.

‘Promote and integrate, as appropriate, NIMS concepts and principles (l.e. the Incident
Command System) into all healthcare organization-related training and exercises.

+Promote and ensure that hospital processes, equipment, communication, and data
interoperability facilitates the collection and distribution of consistent and accurate
information with local and state partners during an Incident or event.

Photo credit: HHS-ASFR

*Apply common and consi terminology as p d in NIMS, including the establishment
of plain language communications standards.

+Compliance is mandated by the federal Departments of Homeland Security and Health and
Human Services, as well as by many state statutes in accordance with federal preparedness
grants and cooperative agreements supporting NIMS Implementation.
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Emergency Preparedness for Health Care with NIMS

Integrated Emergency Management

Qverview

This section examines:

«Overview of an Integrated Emergency Management System
+A continuum of preparedness

+Integration of emergency response

*Emergency plans and procedures

oC ations &

*Resource management

Iraegaied beergney Mansgeiaeet

The full Spectium
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Emergency Preparedness for Health Care with NIMS
Integrated Emergency Management

Integrated Emergency Management System

“The idea of an Integrated Emergency Management System (IEMS)
began in 1981 with the Federal Emergency Management Agency
(FEMA).

~Taking an all-hazard approach to the coordination, command and
control of disaster events no matter thelr type, orlgln, size and
complexity are foundatlonal goals of an IEMS.

“IEMS’ are found at federal, state and local levels of government (public)
and also Include the private sector partners like hospitals and healthcare

organlzations.
“Within an IEMS all p at the first preparer (FP) , first respond, |
{FRd) and first recelver (FR) levels must work together durlng each of the
phases of preparedness,
Pogs 14 of 68
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Emergency Preparedness for Health Care with NIMS

Integrated Emergency Management

d
Continuum of Preparedness Phases of Preparedness

+ Akey element of an IEMS Is development of a continuum
of emergency preparedness.

* This requires working through the varlous phases of
disasters and emergency preparedness.

+ The phases include preparedness, mitigation, prevention,
response and recovery/restoration.

Page 150168




Emergency Preparedness for Health Care with NIMS
Integrated Emergency Management

Phases of Disaster Continuum

Preparedness
+ Preparedness Is the range of deliberate, ¢ritical tasks and activities
necessary to build, sustain and Improve operations and the capacity to
prevent, protect against, respond to and recover from disasters.
Preparedness Is a continuous process Involving efforts to identify
threats, determine vulnerabllities and Identily required resourc
Preparedness occurs at all levels of government and between
government and private-sector and nongovernmental organizations,
including healthcare organizations of all types.
Preparedness Is critical to the success of disaster prevention and
response.
+ Preparedness Involves actions that can Include:

+ Developing, testing and maintaining emergency plans and
protocols
Integrating and coordinating with the y
preparedness activities and jurisdictions in the area
Setting up guldelines and protocols with local agencies to
work together and manage resources
Training and exercises to ensure plans are effective and
understood by all employees

IY ) BE
TJ PREPARED
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Emergency Preparedness for Health Care with NIMS

Integrated Emergency Management

Phases of Disaster Continuum

Mitigation

*Mitigation consists of activities designed to reduce or eliminate risks to persons or
property or to lessen the actual or p ial effects or c of an incident.

-Mitigation measures may be implemented prior to, during or after an Incident.

«Mitigation measures are often developed In accordance with lessons leamed from prior
incidents.

+Mitigation involves ongoing actions to reduce exposure to, probability of or potential
loss from hazards.

-Measures may include zoning varlances, building codes, hospital life safety codes,
floodplaln buyouts and analysis of hazard-related data to determine where itis safe to
bulld or locate temporary facilities.

Pags17 0183




Emergency Preparedness for Health Care with NIMS

Integrated Emergency Management

Phases of Disaster Continuum

Prevention

+Prevention consists of actions taken to avoid an incident, minimize risk or stop an
incident that is about to occur.

+prevention Involves actions taken to protect lives and property, and specific te
healthcare prevention involves....

Deterrence operations

Heightened inspections

Improved survelllance and security operations

Investigations to determine the full nature and source of the threat
Public health and agricultural survelllance and testing processes
Immunizations, [solation or quarantine

Specific law enforcement operations aimed at deterring, preempting,
Interdicting or disrupting lllegal activity and apprehending potential
perpetrators and bringing them to Justice.

@ www.hedthstream.com/content/Yas |
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Emergency Preparedness for Health Care with NIMS
Integrated Emergency Management

Phases of Disaster Continuum

Response

+Activities that address the shorl-term, direct effects of an incident.

+Response includes immediate aclions to save lives, protect property, and meel
basic human needs. \
+Response also includes the execulion of emergency operalions plans, incident
managemenl systems and activalion of emergency operalions cenlers designed
to respond to the crisis

+The goal is o limit the loss of life, personal injury, property damage, and olher
unfavorable oulcomes.

+As indicated by the silualion, response aclivities include:

Applying intelligence and other informalion lo lessen the effects or
consequences of an Incident

Increased security (public health, law enforcement or homeland
security) operations

Conlinuing investigalions into the nalure and source of the threat
Ongoing public health and agricullural surveillance and testing
processes

Distribution of immunizations, establishment of isolalion or
quarantine precedures

Hospital medical surge operalions as diclated by the situation

Page 190188




Emergency Preparedness for Health Care with NIMS
Integrated Emergency Management

Phases of Disaster Contlnuum

Recovery/Restoration

“Recovery or restoration consists of the development, coordination and execution of
service- and site-restoration plans for Impacted communities and organizations, both
private and public .

-Recovery is the reconstitution of government and non-govemmental operations and
services through Individual, private-sector, nongovernmental and public asslstance
programs that:

Identify needs and define resources

Provide housing, health and promote restoration

Address long-term care and treatment of affected persons
Implement additional measures for community and erganizational
restoration

Incorporate mitigation measures and techniques, as feasible
Evaluate the incident to identify lessons learned

Develop Initiatives to mitigate the effects of future Incidents

Page 20 of 83
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Emergency Preparedness for Health Care with NIMS

Integrated Emergency Management

Plans and Procedures

+ Al hazards planning Is a found of emergency prep

+ Itis a process which insures that organizations develop plans and are prepared
for any type of emergency or disaster.

+ An Emergency Operations Plan (EOP) is developed by each
healthcare organization and describes who will do what, when,
with what resources and by what authority--before, during and
I diately after an gency.

o This Is a tactical plan that can serve as the basis for the
Incident Action Plan during a specificdisaster.

s An Incident Action Plan (IAP) Is developed when an incident
occurs.

+ This describes exactly how your organization will respond to
the needs created by the incident including objectives,
strategies and roles needed.

The IAP |s based on the resources, training and policies that
were orlginally detailed in the EOP during the “preparedness
phase,” and may be revised as new Information becomes
available.

e T Ast et r e CVENMENT.
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Emergency Preparedness for Health Care with NIMS

d Emergency Management

Communications & Information Management

Rl o

ations and infc

management are components of NIMS and

are essential to the success of any disaster response and recovery effort,

Int
Inter

organization's disaster response and recovery plan,
«Effective communlcation and information sharing during a disaster require:

¢ ation Is also an ofa

Common operating picture — gathering Information such as public
health, traffic, weather, damage assessment and resource
availability in order to make decisions durlng an incident
Interoperability — equipment, operating guidelines and
terminology standards to ensure that public and private
agencles/( Izatlons can ¢ lcate and share equip

with partners and other responding agencies

Reliabliity, scalability and portability - equipment and Information
systems should function in any type of Incident regardless of size,
location or complexity

Resillency and redundancy = in the event of a disaster,
communication systems may become overloaded and fail, which
makes backup systems a best practice If the healtheare
organization is to continue providing services

The specifics on how your organization will
address these principles, as well as public
information, Is captured In your

organhation's Plan.

Page 220163
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d Emergency M

Types of Communication
sStandardized communication types include:

Strateglc communications Ives high level c atlon within and
between organizations/agencles, It can also Include command and control
feterminations, prioritizing resource decisk king and overall incident
management.

Tactical communications involves q and

that are generated within the incldent command system (ICS) team.
Examples where tactical communication is used frequently Include
emergency departments, EMS, the fire service, law enforcement or the
military.

Crisis communication can include a declaration of a disaster by the
healthcare organization’s leadership or ICS team, the gathering and
synthesizing of critical inf tion for the ICS team decision-making and
the di ination of key c ication di hes to both internal and
external partners.

Risk communication Involves information sharing between government
agencles, private organizations and non-g | organizations (NGO)
about risks that can include the level and significance of a particular health
or environmental risk and suppornt for declsion-maklng almed at managing
or controlling these health or environmental risks.
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Emergency Preparedness for Health Care with NIMS
Integrated Emergency Management
Communications & Information Management Challenges

«Communication is consistently identified as an Issue encountered by healthcare o
during a disaster.

+Specific communications Issues that may occur include:
+ lack of accurate facts and information
+ Fallure to share the right information

« Overload or fallure of communications equipment

. ication with

= Competition with soclal media

Pags 24 0168
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Emergency Preparedness for Health Care with NIMS
Integrated Emergency Management

Resource Management

+Resource management Involves tools, processes and systems that provide the
healthcare organization ICS team with timely and appropriate resources during a
disaster.

*During a disaster event, resource management will include inventorying, requesting,
securing and tracking resources.

“The following are the resource management activities that may be executed:

identify what and how much is needed, where and when Itis needed
and who will be receiving it

Order and acquire resources

Mobilize resources

Track and report resources

Recover, demobilize and restock resources
Seek 1 where availabl
Credentialing and Inventorying resources

The underlying concepts of effective
resource management include:
“Consistency.

*Standarditation

*Coordination

sIncfusion

sInformation Management
Credentialing

Poge 250183
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Emergency Preparedness for Health Care with NIMS e
Integrated Emergency Management

Resource Management Preplanning

“The of resource are based on the following five
principles:

= Planning

* Agreements

Categorized resources

Resource Identification and ordering

Resource management

Poge 260163
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Emergency Preparedness for Health Care with NIMS
Incident Command System

Overview

This section examines:

+ Description and history of the ICS

Requirements to use ICS

The Jaint Ci ¥ M. it Hospital Acc
Standards (HAS)

Benefits of ICS

Basic features of ICS Fhota - it

Business Continuity Planning

Page 27 0163
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Emergency Preparedness for Health Care with NIMS
Incident Command System

The Need for ICS

*ICS provides an tional structure that supports the Integration
and coordinatlon of personnel (staff), facilitles (space), equipment (stuff), and
procedures {sy ) with a il C ications system.

«Every year healthcare or fons are | d by ies and d as

the result of natural events (tornadoes, floods, storms, etc.), technological events (
power disruptions, information technology, etc.) snd man-made events (active
shaoter, terrorism, etc.).

+ICS provides leaders of healthcare organizations with an under ding of the
steps needed prior to and durlng an incident to ensure the organization Is prepared
to respond and recover successfully.

*Ensuring success of a disaster response and recovery effort for heaithcare facilities

quires the develop t, imp ion, training and exercising of an incident
management structure,
Page 8ol 88
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Emergency Preparedness for Health Care with NIMS
Incident Command System

The Need for ICS

*I€S provides an organlzational management structure that supports the integration
and coordination of personnel (staff), facilities (space), equipment (stuff), and
d

P (sy ) witha communications system.

+Every year healthcare organizations are Impacted by emergencies and disasters as
the result of natural events (tornadoes, flocds, storms, etc.), technologlcal events {
power disrup , Information technology, etc.) and man-made events (active
shooter, terrorism, etc.).

+ICS provides leaders of healthcare organizations with an understanding of the
steps needed prior to and during an incident to ensure the organlzation is prepared
to respond and recover successfully.

~Ensuring success of a disaster response and recovery effort for healthcare facllities
quires the || Impl ation, tralning and exercising of an incident
management structure.
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Incident Command System

ICS Features

+ICS Is a proven effective leadership and process when planning for,
responding to or recovering from a wide range of emergency and disaster

situations,

+|CS contalns the following features:

Common terminology - Pre-selected words/phrases used to describe
positions, actions and equipment used by all involved organlzations
and agencles, facllitating and ¢ inati

Modular organization - I€$ Is a structure that resembles an
organizational flow chart. It has supervisory lines and can be
expanded and contracted as needed. Each position Is assigned only
as it Is needed and is removed once those services are no longer
required.

Management by objectives - Those In leadership and management
roles establish and adhere to specific, measurable objectives to
resolve the incident.

action p -One comp plan guides all

response activitles,

AAEASUIZABLE SPECIFIC
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Emergency Preparedness for Health Care with NIMS
Incident Command System

ICS Features (continued)

+Span of control - Each ICS leader/manager has only 3-7 direct reports in arder to
effectively function In a disaster environment. Deputies may need to be put in place
for large departments. Limiting the number of direct reports ensures that
Information and decision-making flows smoothly In a bi-fateral direction.

+Unity of command - Each ICS team member reports to one and only one supervisor
during a disaster response. Team members at all levels take their Instructions from
their supervisor, and the title of the person supervising them Is defined by ICS.

*Accountabllity - A ¢lear chain of command is established, and job actlons sheets
{1AS) such as check-Infout, key functions and responsibility, span of control and
resource tracking are clearly specified.

d ions - Devek tand use ofa [ on:

plan and interoperable processes and equipment.

“Transfer of command - The command function must be clearly established from the
beginning of the operation and carried through each operational period. In the early
stages of the Incident, command may need to be transferred as more qualified
personnel become avallable and arrive on scene.

L)
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Emergency Preparedness for Health Care with NIMS
Incident Command System

Benefits of ICS

An Incident Command System, when implemented correctly, provides the following
benefits during a disaster exercise or response:

“Greater eficlency: Using ICS allows healthcare organizations to use an effective and
proven incident 1t system when responding to gencies and di

«Better coordination: Coordinating with outside lzations and gov |
agencles during a crisls will be improved through the use of a consistent incident
management approach.

*More effecti jion: When using 8)

with external organizations and governmental agencles is more effective.

« Within the healthcare facllity, ICS also streamlines communications by using
common titles and standard lines of communication.

ting
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Emergency Preparedness for Health Care with NIMS
Incident Command System |

ICS Roles and Actlvation ;

+The Incident Commander (IC) is a pivotal role that Is in place for every
activation of ICS. |

+Leadership of the Incident resldes with the IC and Is supported with
critical thinking, effective communications, critical decislon-making and
shared leadershlp of the Command Staff and General Staff Sector
Chiefs,

*This helps to clearly define the lines of authority and communication
processes between the ICand the ICS leadership team that has been
activated.

+Utilizing the management skills of the ICS leadership team provides
the IC the ability to perform critical decislon-making and evaluation
dutles.
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Emergency Preparedness for Health Care with NIMS

Incident Command System
Incident Commander

+ The IC must have the authority to make make critical decisions and request
additional assets during response and recovery effarts. HETWURY

L pissioN e
- s

IC qualifications should be based on an individual's ability to manage the event
based on the size and scope of the disaster.

While the IC role has often been assignedto a member of the healthcare facility
senior executive team, it is not necessary that it be the senior most person. 1OLLOY

In many large healthcare organizations the CEO continues to support the day-to-day
administrative atfairs of the organization and the IC role is delegated to a member
of the senior staff.

Pege 730168
-
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Emergency Preparedness for Health Care with NIMS
Incident Command System

1CS Command Staff

+1CS Command Staff report to the IC, and can be pre-assigned
through the healthcare organization’s EOP.

+In other situations [CS Command Staff positlons are asslgned by the
IC based on the needs of the event and/or an Individual's availability
during disaster response and recovery efforts.

+Each member of the Command Staff {Lialson Officer, Safety Officer,
public Information Officer (P10) and Medical technical Specialists)
may have additional staff reporting to them.

Poge 34 0f 68
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Emergency Preparedness for Health Care with NIMS
Incident Command System

1€S Command Staff

“The Safety Officer (SO) assesses hazards and ensures the safety of
staff, patients and visitors and will also prepare a healthcare facility

Safety and Health Plan.
« The SO must also be prepared to take appropriate action to
mitigate or elimi unsafe conditl perations or
hazards.

“The Liaison Officer (LO) is the point of contact between the healthcare
ization and external resp: agencies/org
* This role frees up the IC to focus on directing the disaster
response and recovery efforts rather than also having to
coordinate with other agencles.

“The Public Information Officer(PI0) Is responsible for providing
information to staff, the media, patients and visitors.
+ The PIO Is also responsible to coordinate with other response
partners to ensure consistency of the messaging.

Medical/Technlcal Specialists provide expertise In specific areas
relevant to the disaster response and recovery efforts,
« This role may also be placed within the Planning Section,
Learn more.

| @ www hedlthstream.com/

Emergency Preparedness for Health Care with NIMS

Incident Command System
General Staff (Sections)

+Under the Command Staff are four General Staff sections: fem———
* Operations
* Planning
* Llogistics
= Finonce/Administration

) ) s L
+Each General Staff section Is lead by a Section Chief. m

Geuanitad

“Upon initiation of the healthcare facility EOP and ICS, each
functional area Is activated as needed.

«Functional areas also may have support staff assigned, depending
on the size and scope of the incldent.
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Incident Command System

General Staff (Sections)

+The Operations Section, the "Doers,” are responsible for the
management of all operations directly applicable to the primary mission
during response and recovery efforts,

+ The Operations Section directs the execution of the IAP.

+The Planning Section, the “Thinkers,” establish the IAP and determine
what resources will be needed.
« The Planning Section compiles and disseminates incident
status summary Informatlon.

‘The Loglstics Sectlon, the “Getters,” organize and direct the logistical
service and support activities needed to ensure the material needs for
the healthcare facility’s response and recovery from a disaster are
avaflable when needed.
*+ The Logistics Section participates In the development and
implementation of the IAP.

“The Finance and Admlinlstration Section, the “Payers,” are responsible
to fiscally manage all financial, administrative and cost analysis aspects
of the incident, Including claims processing, contracling and
administrative functions.
« The Finance/Administration Section collaborate closely with
all sectlons to ensure that all costs are documented.

Page 37 0168
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Incident Command System
Unified Command

+Unified Command is often established for larger more complex disaster
events that require collaboration and combining the resources of the
healthcare facility with several response organizations/agencles to resolve
the incident.

.Unified Command enables all of the partner organizations/agencies to
manage an Incident together through “shared leadership” and by
establishing a common set of objectives and coordination of resources.

+Benefits of using Unified Command include:
« Acoordinated response effort

Each organization can still focus on achieving thelr mission

ples of when Unified C beneficial
Improved Information flow include—

Understanding of jeint priorities and restrictions

No entity’s legal authorities will be compromised or neglected

A single 1AP Is developed to optimize etforts and resources
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‘ Emergency Preparedness for Health Care with NIMS
Incldent Command System

Area Command

“The other multi-jurisdictional management structure is called Area Command.

This structure Is used to oversee multiple incidents that are each being
managed by their own ICS,

+An Area Command organization has the responsibility to:

Set overall strategy and priorities, and ensure they do not conflict
with agency policles or regulations

Allocate ¢ritical resources according to priorities Examples of when Area Command is

baneficial Include a disaster when multiple
Incidents ara occurring at the same time,
Ensure that Incidents are properly managed such a5 a weather cvent that createsa
number of separate emergencies. Area
cammand Is also useful during public health
Ensure that objectives are met and strategles followed emergancios, which can often Involve s
large geographlc area.
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Emergency Preparedness for Health Care with NIMS
Incident Command System

Multiagency Coordination Systems

«Multiagency Coardination Systems (MACS) are a combination a facllities,
equipment, personnel, pracedures and communications integrated into a
common framewark for coordinating and supporting Incident r

+The primary function of a MACS Is ta coordinate activities above the field
level and to prioritize the Incident demands, thereby assisting operations In
the fleld.

*This is accomplished through the following tasks:

+ Support incldent management palicies and priarities Prota eredi DHS-FENA

Facilitate loglstics support and resource tracking
Emergency Operations Centars (EOC)
Make resource allocation decislons the most comman MACS.

Coordinate incident-related information

Coordinate | cy and

B lissues
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Incident Command System

1CS Command and Support Facllities

+[C$ activities may require the establishment of command and support facilities In response
1o disaster operation and recovery efforts. Examples Include:

Emergency Operatlons Center {EOC)

Hospital Command Center {KCC)

Communications Center

Media Center

Family Assistance Center

Patient Staging Area

Field Command Post

Helibase/Helispot

+ICS command and support facilities are often located within a healthcare facility or may be
found In other locations within the campus.

+IcS command and support facilities can also be located off-campus or co-located with
other agency facilities.

+IcS command and support facilitles are activated by the IC based on the complexity of the
Incident.

+Each facllity is activated only when needed.
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Emergency Preparedness for Health Care with NIMS

Incident Command System

Emergency Operatlons Center (EOC)/ Hospital Command
Center (HCC)

+An EOC/HCC is the locatlon where 1CS Command and General Staff work during
disaster response and recovery operations.

*EQC/HCCs must be accessible, Mexible, sustainable, secure, survivable and
Interoperable.

“When choosing a location for the EOC/HCC consider the following:

« Primary working area large enough to support the ICS Command and
General Staff
+ Additional conference room space {executive briefing, private meetings)
y for internet, ¢ ications and media ivity
* Storage area for electronic equipment and supplies

Prots oredit Bridgapact Hospital

+Each organization must have plans, policies and procedures for activating

EOC/HCCs.

“Your facliity ‘s EOC/HCC Is often a location that s used as a conference or meeting
raom durlng normal operatlons, but Is converted to an EOC/HCC when Itls activated
in response to a disaster,

Pape 42 0188




Sy s Meve_HavenEMIC 1012 16/E 1057 htr

Emergency Preparedness for Health Care with NIMS
Incident Command System

Business Continuity Planning

-Business Continuity Planning (BCP) Is the development of systematic step-by-step
plans and processes for a continuation of clinical and business operations for the
healthcare facility.

+BCP entails outlining posslble hazards, as well as the healthcare facility’s risk and
vulnerabllities and Integrating them with the results of a business Impact analysis. A
BCP program determines how each of the risks, hazards and vulnerabilities identified
in the Hazard Vulnerability Analysis (HVA) will affect clinlcal and business operations,
Implementing safeguards and procedures designed to mitigate them.

+This Includes the internal emergency response, backup cperations and post-disaster
recavery steps so as to minimize the level of downtime for a particular service line or
the entire facility. BCP helps ensure the avaifabllity of critical resources and facilitate
the continuity of clinical, technical and business operations in an emergency situation.

The goal of BCP is a swift return to full operations.

«Comprehensive BCP is important to all healthcare workers because BCP makes It
more likely that your organization will continue or resume operations during or aftera
disaster, and that you will be able to continue working durlng or after a disaster .

ana
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Emergency Preparedness for Health Care with NIMS
Roles & Responsibilities

Overview

~This section examines:

* Why prepare

Responsibllities and roles of healthcare workers

Healthcare training, drills and exercises !
|

Emergency notification

HIPAA

Safety and security

Mental heaith

Speclal populations

ﬁ&f Mt{ | |
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Emergency Preparedness for Health Care with NIMS
Roles & Responsibilities

Why Prepare?

Poorly prepared healthcare organizations:

~Suffer an inability to manage supply shortages and loss of services
*Face long term ecanomic impacts

*Experience the loss of life

*Endure the loss of business

Prepared healthcare organizations:

*Utilize an ICS approach to Incident management

+Develop and support leaders who are critical thinkers and decision-makers

+Anticipate and have a plan for shortages or Inadequacies before they occur especially
when It comes to personnel (staff), facllitles, (space), equip {stuff) and p di
(systems)

«Experience shorter downtimes and quicker turn-around times for partial or full recovery
“Exude Improved trust

+Embody a culture that does everything it can to ensure operational sustainability of the
healthcare facility

Poge 4501 €8
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Emergency Preparedness for Health Care with NIMS oy
Roles & Responslbilities

Responsibllities of Healthcare Workers

+A healthcare worker’s (HCW) primary responsibility Is to understand thelr role
and the relationship that thelr department or unit plays In the overall hospital
EQP.

+Each HCW should know thelr facility's disaster activation codes and how to

quickly locate a copy of the organization’s EOP at all times, either In electronic o mmcy

paper format.

“HCWSs should check with their supervisor to determine the most readily
accessible copy of the EOP.
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Emergency Preparedness for Health Care with NIMS
Roles & Responsibilities

Flexible Roles

“Regardless of a HCW’s current role In dally operations, during disaster response
and recovery events, Individuals may be called upon to perform work that Is not
ordinarily part of their normal job dutles.

“For example, during a disaster, a unit clerk for a pedlatrics unit might be asked
to function as a reglstrar and help reglster patients in the emergency
department.

<HCWs will not be asked to take on roles that place them or patients In an unsafe
environment.

Poge 47 of 83
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Roles & Responsibilitles

Training

+Key points for HCWs include:

Know the limits of your knowledge and skill.

Understand that during disaster and recovery efforts,
HCWSs are still required to function within their scope of
practice,

Learn about and discuss with supervisory personnel your
role before the disaster occurs.

Understand that the healthcare organization may require
additional tralning to help its staff prepare for a disaster
event.

Annual refresher training and role-specific education may
also be required.

Access to additional training opportunities can be obtained
by contacting your supervisory staff.
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Emergency Preparedness for Health Care with NIMS
Roles & Responsibilities

Disaster Drills and Exercises

-Disaster drills and exercises are mock events that help HCWs understand
and practice their roles during a response or recovery effort.

“HCWSs should participate In a disaster drill or exercise as an active player
and respond as if the event were real.

+ This provides HCWSs a better understanding of their role,
and the healthcare organlzation can discover potential areas
for Improvement before a real disaster occurs.

«Disaster drills and exercises are often conducted with representatives of
other healthcare organizations, public health, fire service, law
enfarcement, emergency management, EMS and others who may be
Involved In the response to an actual disaster.

R
Phota Cradiz COP-OHS
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Emergency Notification

+Emergency notification Is the process of Informing HCWSs who will be involved In or

impacted by an emergency response that an emergency has occurred.
«Emergency notification includes both systems and procedures.

«Some of the common systems used in healthcare include:

Pager

Cell phone

Email

Office phone

Home phone

Message boards

Automated emergency notification systems
Overhead announcements at the healthcare facility

.
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Emergency Preparedness for Health Care with NIMS
Roles & Responsibilities

HCW Response
-HCWs have several responsibilities when a disaster occurs.

+Upon notification of the event, HCWs should return to their department
as soon as possible. 1Fyou a HCW Is not able to leave their current
location, make contact with an immediate supervisor as soon as
possible.

*HCW should remaln on duty until told otherwise and may be assigned
to other duties based on the needs of the healthcare organization.

*HCWSs who are home during a disaster should report to work for their
usual shift unless requested to report earlier.

Page 51 of BB
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Emergency Preparedness for Health Care with NIMS
Roles & Responsibilities

HIPAA

*HCWs are required to respect patlent privacy.

+The Health Insurance Portabillty and Accountabllity Act (HIPAA) of 1996
states that personal health information must be kept confidential.

+Durlng a disaster event, HCWs must be careful not to talk about the patients,
thelr lllnesses or Injurles or any other Information, unless the information Is
specifically needed by the patient’s medical pravider to support treatment.

+Since a disaster environment may make this difficult, HCWs should discuss
options with their supervisor prior to an incident.
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Emergency Preparedness for Health Care with NIMS
Roles & Responsibilities

Safety and Security

-A HCW's personal safety as well as the safety of patients, visitors and co-
workers Is critical.

+0Once becoming aware of a life-threatening situation, a HCW should direct
patients and visitors who can walk to the nearest safe exit,

+HCWs should then help to move others who need assistance.
«Be sure to contact the security office as quickly as possible.

*You will need to communicate:
= Your name, department and phone number
+ The nature of the emergency
» Where the emergency Is located
+ What kind of assistance Is needed
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Roles & Responsibllities

Psychological First Aid

«All HOWs can play an Important role In managing mental health needs by
offering support, called “psychological first ald”, and helping ta Identify those
who might benefit from additional mental health support.

+Some of the areas where psychological first ald can be helpful for victims
Include:

+ Caring for an individual's basic needs

Providing comfort as much as possible

Contacting family er friends

. isting with p or temporary housing/lodging [d' he additional 50
psychological first sid.

\dentification of common signs and symptoms of stress

Identifying possible ways to cope and adjust, Including using
exlsting social networks
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Roles & Responsibilities |

Other Mental Health Considerations

«Some disaster events produce large numbers of people who do not have

serious physical Injuries, but who reach out to healthcare organizatlons for feeback ey ool

comfort, reassurance and information. gﬁﬁhaﬂgeo_w‘@ﬁn:: i-"&ll___...___
COMPASSION Tz =

*For le, there are real-life les of disaster events where SUPP,P_TE.' m ] h

large numbers of “worried well” victims overwhelmed local emergency Il ‘—-le 1 I p ] U

departments. = l i S

«In additlon to offering medical screenings, HCWSs also need to meet the
emotional needs of patients, families, visitors and ca-warkers by being
empathetic to the current turn-of-events they are experiencing.

Pege 550188
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Special Populations

+The Centers for Dlsease Control and Prevention (CDC) defines speclal
populations as those groups that may require additional attention or assistance
beyond what Is needed by a healthy adult.

+This definition applies to a large number of the patients served by a healthcare
organization at any given time, and must be considered during disaster planning.

+During a disaster, care may need to be modified for:
Pediatric patients

Psychiatric patlents

Patients with dementia

Patients In pollice custody

Patients who are hearlng impaired
Patients who do not understand English
Medically dependent patients
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Personal Preparedness

Overview

This section examines:

“Why personal preparedness Is Important
Creating a personal preparedness plan
«Planning with famlly members

»Making arrangements for the care of others

sAdditional community resources

Page 57 of 88
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Emergency Preparedness for Health Care with NIMS
Personal Preparedness
Common Obstacles to Preparedness

)

[ 1 don't like to think about disasters

[ | can’t afford to by extra supplles right now

]

Anvdety Is not uncommon, but experience
shows that preparing for emergencies may
actually reduce anxety.

- Py

¥ S

—J

[ I don't have time

You can gather supplies over time, even 6+
8 manths.

Just alittle extra food and water athome
can help make your family more self-
sufficlent during a disaster.

‘And communication plans are just as
important as supplies, and they cost no
money to putin place,

Take small steps — preparations do not need
to be completed allat once.

Emergency preparedness is the responsibllity
of the government

+  According ta a report by CBS Money Watch
In June of 2014, greater than 50% of all
homes throughout the United Sates reside
in areas that are subject to hurricanes,
earthquakes and tornado.

*  In2005 The World Bank published a report
that identified almost 3.5 billion of the
worlds population live In an area where
they may be Impacted by at least one
hazard.

in an artide published in Disaster
Medicine and Public Health
Preparednessin 2012

Citizens should be prepared for
maintalning partial or full seif-
suffidency forupto 72 hours
{ellowing a disaster.
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Emergency Preparedness for Health Care with NIMS

Personal Preparedness
Personal/Family Preparedness Plan

+All HCWs should have a personal or family preparedness plan for emergencies
and disasters.

«A plan not only helps prepare and protect HCWs and their family during
events, but can lower anxiety leading up to and during a disaster response and
recovery effort.

“HCWs should explain to family In advance about their potential role In a
disaster event and how it could affect them.

*HCWs may be asked to work late or arrive early.

*In large large-scale and complex disaster and recovery efforts, HCWs may
even be asked to remain at the healthcare facility or disaster site.

Packing a go bag for work ks helpful for many
people. ltems to bring to work during a disaster
sftuation should induda: badge, tolletries,
personal medication, contact lenses or glasses
and a change of clothes,

Click here to download a helphul planning tool
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Emergency Preparedness for Health Care with NIMS

Personal Preparedness

Personal Preparedness Plan

The following actlvities will help you have “PEACE” of mind at home or
at work In case a disaster strikes.

P Prepare your plan and review it with family members and contacts
E Emergency preparedness kits

A Arrange for the care of others

C contact numbers and locations

E exercise and evaluate your plan
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Emergency Preparedness for Health Care with NIMS

Personal Preparedness

PEACE — Prepare your plan and review it with family I
members and contacts

amily Di,-..l.-.-tcr r

I

M any

b Targ
Follow these steps to prepare your plan: e Wit vy,

Meuic
+HCWSs should familiarize themselves with disaster response and recovery % m:',}";"‘-vm first ajg g,
services available in their community & A, radiy and by 't
* Bl oty Mgy ..,,d‘!'
p * Persgyg 1l e8Ua gy O
“HCWS should meet with family to discuss the types of disasters that could Tt Il’:'l;f,m.n'l.u, ;,m:h“‘
< Sdulilion,

occur and how to respond g
U frg) | |

fe L T

+Prepare and record your plan

Additienal planning resourcas ara availabla
at

http://www redcross.org
hurp:/fwenw ready.gow
http:/fweew.hhs.gay/emergency
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Emergency Preparedness for Health Care with NIMS

Personal Preparedness
PEACE — Emergency Preparedness Kits

*Water, food and clean alr are essential for survival.

+Customize each individual or family kit to meet specific needs,
such as medications and infant formula.

“Include copies of Important family documents In the kitorina
safety deposit box.

Click here for a dovmloadable list of Click here for a downloadable list of car |
kit Itams, dness kit Hems.
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Emergency Preparedness for Health Care with NIMS
Personal Preparedness

PEACE — Arrange for the care of others

If unable to get home during a disaster, ensure the care of your
dependents.

«Famlliarize yourself with work and children's school emergency plans
and notification process

=Make plans for children or elder care In case you cannot get home at
your usual time

*Make arrangements for care of famlly pets

~Conslder how you could help neighbors or famlly members with
speclal needs

Do not bring your family to work during a
disaster unless you have confirmed that
your organization has arranged for space
and dependent care.
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Personal Preparedness

PEACE — Contact numbers and locations

HCWs should plan how family will stay in contact and recelve care If separated

by a disaster. s
158

+HCWs should choose two meeting places: a location a safe distance from thelr 55’5:

home In case of fire and a place outside the nelghborhood In case the iE:'

community is impacted by a disaster 'E .
&

“HCWs should designate a third party for family members to contactas a
backup, such as a relative who lives out of town or a neighbor and be sure this
person Is aware of plans before an emergency occurs

<EMERGENCY=

T ENERCENCY =

+Post emergency telephone numbers on every phone and program into cell
phones

- EMERGENCY™

sInclude emergency contacts provided by schools, day care or long term care
facilities, If needed

“HCWs should assign the phone number of their emergency contact to the
name ICE (In Case of Emergency) on cell phones to assist emergency responders
if Injured or need to reach personal contacts
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Personal Preparedness

PEACE — Exercise and evaluate your plan

«personal preparedness plans and supplies should not sit in a corner gathering
dust,

« HCWSs should practice and update personal preparedness plans and supplies.
«Conduct emergency drills with family and friends

+Make sure family members know how and when to turn off main utility access
+Keep contact Information current in each personal preparedness plan

+Test fire extinguishers, smoke detectors and batteries often and refresh or
replace as needed

+Maintain access to cash
-Replace depleted food and water supplies

sMaintaln prescription medications

Glossary

Click here to download 8
Personal Preparedness Plan
template
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Emergency Preparedness for Health Care with NIMS
Review

Overview

+The categories of d that th healthcare org
include weather, violence and CBRNE (chemcal, biological, radiological,
nuclear and explosive) events,

*Emergency management activities cover preparedness, response,
recovery and mitigation.

*The Incident Command System (IC5} Is a flexible management structure
that can scale up or down depending on the nature of the disaster.

A HCW's primary responslbllity Is to know their role in the organization's
emergency operations plan (EOP).

sPersonal preparedness is an ongoing process that ensures the safety of
family as well as availabllity to report to work during a disaster.

+The goal of Business Continuity Planning (BCP) Is to protect the hospital
assets and facilitate operations.

+HCWs should become famillar with their role in BCP, attend any tralning
offered, review their department’s BCP and provide updated contact
numbers.

E T cident [Hi]

dal!
Hld’ﬂfUﬁ
!hulml‘l!l:&n l‘re Ove

Ly
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Emergency Preparedness for Health Care with NIMS
About the Test

About the Test

«You have now completed the course. A test to gauge your
comprehension follows.

*The test conslists of 11 questions.

*Once you start, you must complete the test to receive a grade and a
certificate of completion.

+*You will be informed of your result upon completion of the test.
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} During a disaster response and recovery effort, which of the following may be

experienced by a healthcare facility?

3

A) Changes to, or increases in demand for, healthcare services
~ B) Increased need for on-duty staff
~ ) Shortages of resources

= D) All of the above

Question 1 of 11

(L e o T T T oAy s (5 3 CUSR R AR TP T L el e S RE TS SR Sl
| @ www.healthstream.comycoritenitivae_ew_Haven/EMI0ER_101216/EMLOEH. Y

Which of the following would most likely impact the daily activities of a healthcare =
organization and require additional staff be called in to work during a disaster response

and recovery effort?

= A) An overturned truck on a highway that leaks chemicals into the air, causing hundreds of people
to seek medical care

~ B) Afire In a small apartment building with several injuries
() Several cases of chickenpox in a local elementary school

D) An earthquake in a remote area, not near any cities or towns

[--- Submit o
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Large disaster response and recovery incidents may require activation of the HICS
Operations, Planning, Logistics and Finance/Administration functions. Within the HICS

table of organization, the people who perform these four incident management
functions are designated as the:

o A) Command Staff
= B) General Staff

> C) Support Staff
= D) Deputy Staff

_Haven/B11 101216/EM 108 hun
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The roles and responsibilities for healthcare workers and that of their department or
unit can be located:

A) In a memo from your supervisor

B) In a manual, locked in your supervisor’s office

C) In your organization’s emergency operations plan (EOP)

= D) Inyour arientation packet from human resources

Submit
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Which of the following is a benefit of using NIMS in a healthcare setting?

A) Using NIMS always results in full reimbursement of disaster expenses

= B) NIMS establishes a clear focus on objectives and lines of authority
o €) NIMS Is an entirely new approach to emergency management

D) Using NIMS means that not everyone in the healthcare organization needs to be involved in
disaster preparedness efforts

| @ www.healthstream.com/fcontent; M 10ZE.htn

NIMS is based on the following component(s):

A) Resource Management
~ B) Psychological First Aid
& C) Nurse Integration

& D) All of the above

. Submit -
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Which of the following is not a feature of IC5?

= A) Accountability
= B) Unity of command
o €) Common terminology

~ D) Time management

_
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‘ In addition to seeking emergency medical treatment, individuals may reach outto a
healthcare facility after a disaster event in order to:

A} Find comfort, reassurance and information
B) Get food

C) Be with their friends and neighbors

& D) Have a place to sleep

Question § of 11
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Pediatric patients, patients in custody and non-English speaking patients considered to
be special populations because:

A) They are more likely to have mental health needs

= B) They can only be treated by doctors with specialized training and experience in working with
these groups

o C) They are more likely to need additional assistance during a disaster

D) There are special laws governing care of these populations

@ www healthstream.com/contant/y

When developing a personal preparedness plan, why is it important for all family |
members to have backup contact information and methods?

A) It may not be possible to reach the preferred point of contact during an emergency
= B) Not all forms of communication may be accessible during an emergency, including overloaded |
phone lines, cell towers disabled or technology failure
- C) Family members may not all be together when an emergency occurs, and will need to coordinate
where to meet up

o D) All of the above

|  Submit
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The overall goal of Business Continuity Planning (BCP) is to:

A) Ensure the short-term and long-term survival of the healthcare facility

& B) Identify local businesses in the community to form a joint venture on production
C) Promote communication channels with the Centers for Disease Control (CDC)

D) Foster positive chaos
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